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QUESTION 1

Which management platform helps strengthen security posture by enabling uniform policy
deployment, uncovering and remediating unplanned changes, and extends protection to the
application layer?

A. Firepower Management Center

B. Cisco Defense Orchestrator

C. Firepower Policy Manager

D. Firepower Device Manager

Correct Answer: A

QUESTION 2

What is an attribute of Cisco Talos?

A. Detection of threats communicated within 48 hours of occurrence
B. 3d party applications integrated through comprehensive APIs

C. Real-time threat information

D. Blocks threats in real time

Correct Answer: C

QUESTION 3

What are two ways that Cisco helps customers secure loT deployments? (Choose Two)
A. secure remote access

B. segmentation&visibility

C. cross-architecture automation

D. network analysis

E. limited access points

Correct Answer: A,B

QUESTION 4

What are two key advantages of Cisco's Security Solutions Portfolio? (Choose two.)

A. Cisco Security provides flexible, simple, and integrated advanced threat detection, through a
multilayered approach.

B. The Cisco Security Portfolio offers realtime access control and event monitoring to drive business
outcomes.

C. The Cisco Security Portfolio provides security across the entire business environment.

D. Cisco Security provides direct, simple, and balanced detection by driving customer outcomes.

E. An effective security solution portfolio can help customers overcome ever-growing security
challenges.

Correct Answer: A,E

QUESTION 5

Which Tetration feature enforces consistent allow list policy access on premises data centers and
pubic clouds to enable zero trust using application segmentation?

A. application access control

B. trusted access segmentation

C. automatic block listing

D. Enable a zero-trust modelhttps://www.cisco.com/c/en_au/products/data-center-
analytics/tetrationanalytics/index.html#~stickynav=1

Correct Answer: D

QUESTION 6

What are two result of utilizing a fragmented security model? (Choose Two)
A. Decreased visibility and limited understand of security coverage.

B. Individual components pieced together to meet requirements.

C. Reduced malicious file risk through additional segmentation.
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D. Increased identity controls.
E. Decreased network accessibility through multiple applications.
Correct Answer: A,B
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