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QUESTION 1

When you configure the Cisco ESA to perform blacklisting, what are two items you can disable to
enhance

performance? (Choose two.)

A. spam scanning

B. antivirus scanning

C. APT detection

D. rootkit detection

Correct Answer: AB

QUESTION 2

Joe was asked to secure access to the Cisco Web Security Appliance to prevent unauthorized access.

Which four steps

should Joe implement to accomplish this goal? (Choose four.)

A. Implement IP access lists to limit access to the management IP address in the Cisco Web Security
Appliance GUI.

B. Add the Cisco Web Security Appliance IP address to the local access list.

C. Enable HTTPS access via the GUI/CLI with redirection from HTTP.

D. Replace the Cisco self-signed certificate with a publicly signed certificate.

E. Put the Cisco WSA Management interface on a private management VLAN.

F. Change the netmask on the Cisco WSA Management interface to a 32-bit mask.
G. Create an MX record for the Cisco Web Security Appliance in DNS.

Correct Answer: ACDE

QUESTION 3

Which statement regarding hashing is correct?

A. MD5 produces a 64-bit message digest

B. SHA-1 produces a 160-bit message digest

C. MD5 takes more CPU cycles to compute than SHA-1.

D. Changing 1 bit of the input to SHA-1 can change up to 5 bits in the output.
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QUESTION 4

What are the two policy types that can use a web reputation profile to perform reputation- based
processing? (Choose

two.)

A. profile policies

B. encryption policies

C. decryption policies

D. access policies

Correct Answer: CD

QUESTION 5

Which two TCP ports can allow the Cisco Firepower Management Center to communication with
FireAMP cloud for file

disposition information? (Choose two.)

A. 8080

B. 22

C. 8305

D. 32137
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E. 443

Correct Answer: DE

http://www.cisc o.com/c/en/us/support/docs/security/sourcefire-fireamp-private-cloud-virtualappliance/118336-
configurefireampprivatecloud-00.html?referring_site=REandpos=2and
page=http://www.cisco.com/c/en/us/support/docs/security/sourcefire-ampappliances/118121-

technote-so

urcefire-00.html

QUESTION 6
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Which antispam technology assumes that email from server A, which has a history of distributing spam,
is more likely to

be spam than email from server B, which does not have a history of distributing spam?
A. Reputation-based filtering

B. Context-based filtering

C. Cisco ESA multilayer approach

D. Policy-based filtering

Correct Answer: A

300-210 PDF Dumps | 300-210 Study Guide | 300-210 Braindumps 3/ 6
https://www.lead4pass.com/300-210.html|

2021 Latest lead4pass 300-210 PDF and VCE dumps Download

QUESTION 7

What are two requirements for configuring a hybrid interface in FirePOWER? (Choose two)

A. virtual network

B. virtual router

C. virtual appliance

D. virtual switch

E. virtual context

Correct Answer: BD
http://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-configguidev60/Hybrid Interfaces.html
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