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QUESTION 1 

 

Where is client traffic decrypted in a controller-based wireless network protected with WPA2 Security? 

 

A. Access Point 

 

B. Switch 

 

C. Wireless LAN Controller 

 

D. Authentication Server 

 

Answer: A 

 

 

 

QUESTION 2 

 

What is the function of the SGACL policy matrix on a Cisco TrustSec domain with SGT Assignment? 

 

A. It determines which access policy to apply to the endpoint. 

 

B. It determines which switches are trusted within the TrustSec domain. 

 

C. It determines the path the SGT of the packet takes when entering the Cisco TrustSec domain. 

 

D. It lists all servers that are permitted to participate in the TrustSec domain. 

 

E. It lists all hosts that are permitted to participate in the TrustSec domain. 

 

Answer: A 

 

 

 

QUESTION 3 

 

Refer to the exhibit. 

 

You are configuring permissions for a new Cisco ISE standard authorization profile. If you 

 

configure the Tunnel-Private-Group-ID attribute as shown, what does the value 123 represent? 

 

A. the VLAN ID 

 

B. the VRF ID 

 

C. the tunnel ID 

 

D. the group ID 

 

Answer: A 

 
 

QUESTION 4 

 

What are the four code fields which identify the type of an EAP packet? 

 

A. Request, Reply, Accept, Reject 

 

B. Request, Reply, Success, Failure 
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C. Request, Response, Success, Failure 

 

D. Request, Response. Accept Reject 

 

Answer: C 

 

 

 

QUESTION 5 

 

Which three pieces of information can be found in an authentication detail report? (Choose three.) 

 

A. DHCP vendor ID 

 

B. user agent string 

 

C. the authorization rule matched by the endpoint 

 

D. the EAP method the endpoint is using 

 

E. the RADIUS username being used 

 

F. failed posture requirement 

 

Answer: C,D,E 

 

 

 

QUESTION 6 

 

Which two options can a sponsor select to create bulk guest accounts from the sponsor portal? (Choose two.) 

 

A. Known 

 

B. Random 

 

C. Monthly 

 

D. Imported 

 

E. Daily 

 

F. Yearly 

 

Answer: B,D 

 

 

 

QUESTION 7 

 

Which three remediation actions are supported by the Web Agent for Windows? (Choose three.) 

 

A. Automatic Remediation 

 

B. Message text 

 

C. URL Link 

 

D. File Distribution 

 

E. AV definition update 
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F. Launch Program 

 

Answer: B,C,D 
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