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QUESTION 1 

 

Which three statements best describe password attack countermeasures? (Choose three.) 

A. Give password hints upon failure. 

B. Lock the account or increase the delay between log-in attempts when there have been repeated failures. 

C. Use two-factor authentication. 

D. Write the password on a sticky note and post it under the keyboard. 

E. Enforce a password complexity policy 

Correct Answer: BCE 

 

QUESTION 2 

 

What is SSH used for? 

A. Remote access 

B. To provide a client-based VPN solution for remote users 

C. Managing network equipment remotely 

D. Preventing man-in-the-middle attacks by securing traffic between the client and server 

Correct Answer: D 

 

QUESTION 3 

 

According to RFC 1035, which transport protocol is recommended for use with DNS queries? 

A. Transmission Control Protocol 

B. Reliable Data Protocol 

C. Hypertext Transfer Protocol 

D. User Datagram Protocol 

Correct Answer: D 

 

QUESTION 4 

 

In the Linux operating system, what command securely copies a file from source to destination? 

A. ftp  

B. cp 

C. copy 

D. scp 

Correct Answer: D 

 

QUESTION 5 

 

Which of the following is when the attacker sends traffic slower than normal, not exceeding thresholds inside the time 

windows the signatures use to correlate different packets together? 

A. Traffic insertion 

B. Protocol manipulation 

C. Traffic fragmentation 

D. Timing attack 

Correct Answer: D 

 

QUESTION 6 

 

Which one of the following options is most used by multilayer switches to allow for wire-speed switching? 

A. label switching 

B. high-speed CPU and huge amount of memory 

C. specialized ASIC hardware 

D. distributed switching using multiple MAC address table 

Correct Answer: C 

 

QUESTION 7 

 

What is used in the Cisco TrustSec architecture to provide link-level encryption? 
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A. MACSec 

B. IPSec 

C. TLS 

D. EAP 

Correct Answer: A  
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