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QUESTION  1 

 
An analyst is investigating an incident in a SOC environment. Which method is used to identify a session from a group of logs? 

 A. sequence numbers 
 B. IP identifier 
 C. 5-tuple 
 D. timestamps 

Answer: C 

 

QUESTION  2 
 

Which two elements of the incident response process are stated in NIST Special Publication 800-61 r2? (Choose two.) 
 A. detection and analysis 
 B. post-incident activity 
 C. vulnerability management 
 D. risk assessment 
 E. vulnerability scoring 

Answer: AB 

 

QUESTION  3 
 

What is an attack surface as compared to a vulnerability? 
 A. any potential danger to an asset 
 B. the sum of all paths for data into and out of the application 
 C. an exploitable weakness in a system or its design 
 D. the individuals who perform an attack 

Answer: B 

 

QUESTION  4 
 

Which two compliance frameworks require that data be encrypted when it is transmitted over a public network? 
(Choose two.) 

 A. PCI 
 B. GLBA 
 C. HIPAA 
 D. SOX 
 E. COBIT 

Answer: AC 

 

QUESTION  5 
 

What causes events on a Windows system to show Event Code 4625 in the log messages? 
 A. The system detected an XSS attack 
 B. Someone is trying a brute force attack on the network 
 C. Another device is gaining root access to the system 
 D. A privileged user successfully logged into the system 

Answer: B 

 

QUESTION  6 
 

Which regular expression matches "color" and "colour"? 
 A. colo?ur 
 B. col[08]+our 
 C. colou?r 
 D. col[09]+our 

Answer: C 

 

QUESTION  7 
 

Which attack is the network vulnerable to when a stream cipher like RC4 is used twice with the same key? 
 A. forgery attack 
 B. plaintext-only attack 
 C. ciphertext-only attack 
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 D. meet-in-the-middle attack 

Answer: C 

 

QUESTION  8 
 

Which evasion technique is indicated when an intrusion detection system begins receiving an abnormally high volume of 
scanning from numerous sources? 

 A. resource exhaustion 
 B. tunneling 
 C. traffic fragmentation 
 D. timing attack 

Answer: A 
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