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Question: 501
- (Exam Topic 3)
Which of the following is the LEAST secure hashing algorithm?

A.SHA1

B. RIPEMD
C. MD5

D. DES

Answer: C

Question: 502
- (Exam Topic 3)
During a data breach cleanup, it is discovered that not all of the sites involved have the necessary data wiping tools. The necessary
tools are quickly distributed to the required technicians, but when should this problem BEST be revisited?

A. Reporting

B. Preparation

C. Mitigation

D. Lessons Learned

Answer: D

Question: 503
- (Exam Topic 3)
Given the log

output:
Max 15 00:15:23.431 CRT: #SEC_LOGIN-5-LOGIN_SUCCESS:

Login Success [user: msmith] [Source: 10.0.12.45] [localport: 23] at 00:15:23:431 CET
Sun Mar 15 2015 Which of the following should the network administrator do to
protect data security?

A. Configure port security for logons

B. Disable telnet and enable SSH

C. Configure an AAA server

D. Disable password and enable RSA authentication

Answer: B

Question: 504
- (Exam Topic 3)
Which of the following BEST describes an attack where communications between two parties are intercepted and forwarded to

each party with neither party being aware of the interception and potential modification to the communications?

A. Spear phishing

B. Main-in-the-middle
C. URL hijacking

D. Transitive access

Answer: B

Question: 505
- (Exam Topic 3)
Which of the following is a document that contains detailed information about actions that include how something will be done,
when the actions will be performed, and penalties for failure?

A. MOU
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B. ISA
C. BPA
D.SLA

Answer: D

Question: 506
- (Exam Topic 3)
While performing surveillance activities, an attacker determines that an organization is using 802.1X to secure LAN access.
Which of the following attack mechanisms can the attacker utilize to bypass the identified network security?

A. MAC spoofing
B. Pharming

C. Xmas attack
D. ARP poisoning

Answer: A
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