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QUESTION 1 

Your team needs to make sure that a Compute Engine instance does not have access to the internet or to any Google APIs or services. 

Which two settings must remain disabled to meet these requirements? (Choose two.) 

A. Public IP 

B. IP Forwarding 

C. Private Google Access 

D. Static routes 

E. IAM Network User Role 

Correct Answer: C,D 

Explanation/Reference: 

Reference: https://cloud.google.com/vpc/docs/configure-private-google-access 

 

QUESTION 2 

Your company runs a website that will store PII on Google Cloud Platform. To comply with data privacy regulations, this data can only be stored for a specific amount of time and must be 
fully deleted after this specific period. Data that has not yet reached the time period should not be deleted. You want to 

automate the process of complying with this regulation. 

What should you do? 

 

A. Store the data in a single Persistent Disk, and delete the disk at expiration time. 

B. Store the data in a single BigQuery table and set the appropriate table expiration time. 

C. Store the data in a single Cloud Storage bucket and configure the bucket’s Time to Live. 

D. Store the data in a single BigTable table and set an expiration time on the column families. 

 

Correct Answer: B 

 

QUESTION 3 

A customer is running an analytics workload on Google Cloud Platform (GCP) where Compute Engine 

instances are accessing data stored on Cloud Storage. Your team wants to make sure that this 

workload will not be able to access, or be accessed from, the internet. 

Which two strategies should your team use to meet these requirements? (Choose two.) 

A. Configure Private Google Access on the Compute Engine subnet 

B. Avoid assigning public IP addresses to the Compute Engine cluster. 
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C. Make sure that the Compute Engine cluster is running on a separate subnet. 

D. Turn off IP forwarding on the Compute Engine instances in the cluster. 

E. Configure a Cloud NAT gateway. 

 

Correct Answer: B,E 

 

QUESTION 4 

 

Your company is using GSuite and has developed an application meant for internal usage on Google 

App Engine. You need to make sure that an external user cannot gain access to the application even when an employee’s password has been compromised. 

What should you do? 

 

A. Enforce 2-factor authentication in GSuite for all users 

B. Configure Cloud Identity-Aware Proxy for the App Engine Application. 

C. Provision user passwords using GSuite Password Sync. 

D. Configure Cloud VPN between your private network and GCP. 

 

Correct Answer: D 

QUESTION 5 

 

An organization receives an increasing number of phishing emails. 

Which method should be used to protect employee credentials in this situation? 

A. Multifactor Authentication 

B. A strict password policy 

C. Captcha on login pages 

D. Encrypted emails 

 

Correct Answer: D 
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