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Question: 255

A penetration tester runs the following from a compromised box 'python -c -import pty;Pty.sPawn( "/bin/bash")." Which of the
following actions is the tester taking?

A. Removing the Bash history
B. Upgrading the shell

C. Creating a sandbox

D. Capturing credentials

Answer: A

Question: 256
After performing a security assessment for a firm, the client was found to have been billed for the time the client's test

environment was unavailable The Client claims to have been billed unfairly. Which of the following documents would MOST
likely be able to provide guidance in such a situation?

A.SOW
B. NDA
C. EULA
D. BRA

Answer: D

Question: 257

A client requests that a penetration tester emulate a help desk technician who was recently laid off. Which of the following BEST
describes the abilities of the threat actor?

A. Advanced persistent threat
B. Script kiddie

C. Hacktivist

D. Organized crime

Answer: A

Question: 258

A. penetration tester wants to check manually if a "ghost" vulnerability exists in a system. Which of the following methods is
the correct way to validate the vulnerability?
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A. Option A
B. Option B
C.Option C
D. Option D

Answer: D

Question: 259

Which of the following reasons does penetration tester needs to have a customer's point-of -contact information available at all
time? (Select THREE).

A. To report indicators of compromise

B. To report findings that cannot be explogted
C. To report critical findings

D. To report the latest published explogts

E. To update payment information

F. To report a server that becomes unresponsive
G. To update the statement o( work

H. To report a cracked password

Answer: DEF

Question: 260

During an internal penetration test, several multicast and broadcast name resolution requests are observed traversing the
network. Which of the following tools could be used to impersonate network resources and collect authentication requests?

A. Ettercap

B. Tcpdump
C. Responder
D. Medusa

Answer: D

Question: 261
A penetration tester is utilizing social media to gather information about employees at a company. The tester has created a list of
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popular words used in employee profile s. For which of the following types of attack would this information be used?

A. Explogt chaining
B. Session hijacking
C. Dictionary

D. Karma

Answer: B
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