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QUESTION 1 

 

An alert for a device running a proprietary application is tied to a vital business operation. 

Which action is appropriate to take? 

A. Add the application to the Approved List. 

B. Terminate the process. 

C. Deny the operation. 

D. Quarantine the device. 

 
Correct Answer: A 
 

QUESTION 2 

 

An administrator receives an alert with the TTP DATA_TO_ENCRYPTION. 

What is known about the alert based on this TTP even if other parts of the alert are unknown? 

 

A. A process attempted to delete encrypted data on the disk. 

B. A process attempted to write a file to the disk. 

C. A process attempted to modify a monitored file written by the sensor. 

D. A process attempted to transfer encrypted data on the disk over the network 

 

Correct Answer: B 

 

QUESTION 3 

 

There is a need to ignore all activity at an application path. 

Which rule definition should be used to address this need? 

A. Application at Path, Performs any operation, Bypass 

B. Application at Path, Runs or is Running, Bypass 

C. Application at Path, Runs or is Running, Allow & Log 

D. Application at Path, Performs any operation, Allow & Log 

 
Correct Answer: A 
 

QUESTION 4 

 

An Enterprise EDR administrator sees the process in the graphic on the Investigate page but does not see an alert for this process: 

How can the administrator generate an alert for future hits against this watchlist? 

 

A. select the watchlist on the watchlists page, select the Scheduled Task Created report, and use 

Take Action to select Alert on hit for the report. 

B. Select the watchlist on the watchlists page, select the Scheduled Task Created report, and use 

Take Action to toggle Alert on hit to On. 

C. Select the watchlist on the watchlists page and click on Alerts: Off to toggle the alerts to On. 

D. Select the watchlist on the watchlists page, use Take Action to select Edit, and select Alert on hit. 

 

Correct Answer: D 

 

QUESTION 5 

 

At which three frequencies may a Carbon Black Audit and Remediation administrator schedule the run 

of Live Queries? (Choose three.) 

 

A. Monthly 

B. Daily 

C. Bi-Weekly 

D. Weekly 

E. Hourly 
F. Any frequency 
 

Correct Answer: A,B,D 
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QUESTION 6 

 

An administrator runs the following query in Audit and Remediation: 

SELECT * 

FROM users 

WHERE UID >= 500; 

How long will this query stay active and accept data from the sensors? 

 

A. 1 day 

B. 7 days 

C. 14 days 
D. 30 days 
 

Correct Answer: D 
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