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QUESTION 1 

 

Which AWS service or tool can automatically identity security groups that grant unrestricted internet 

access to a list of ports? 

A. AWS Firewall Manager 

B. AWS Trusted Advisor 

C. AWS Shield 

D. Amazon EC2 dashboard 

 

Correct Answer: B 

 

QUESTION 2 

 

Which AWS services can host PostgreSQL databases? (Select TWO.) 

A. Amazon S3 

B. Amazon Aurora 

C. Amazon EC2 

D. Amazon Elasticsearch Service (Amazon ES) 

E. Amazon Elastic File System (Amazon EFS) 

 

Correct Answer: B,C 

 

QUESTION 3 

 

A company wants to add a layer of security beyond user names and passwords to make the login to 

the AWS Management Console more secure. 

Which AWS service or feature can the company use to meet this requirement? 

A. Secret access keys 

B. AWS Security Token Service (AWS STS) 

C. Multi-factor authentication (MFA) 

D. IAM password policies 

 

Correct Answer: C 

 

QUESTION 4 

 

A user deploys an Amazon RDS DB instance in multiple Availability Zones This strategy involves which pillar of the AWS Well-
Architected Framework? 

A. Performance efficiency 

B. Reliability 

C. Cost optimization 

D. Security 

 

Correct Answer: B 

 

QUESTION 5 

 

A company recently migrated data from on premises to Amazon Aurora. 

How does the AWS shared responsibility model apply to this use case? 

A. AWS is responsible for the physical infrastructure on which the company's data resides. The 

company is responsible for everything else. 

B. AWS is responsible for installing the database application, updating the operating system, and 

performing maintenance 

C. The company is responsible for updating the operating system and performing software 

maintenance 

D. The company is responsible for the security of the hardware on which the database resides 

 

Correct Answer: B 

 

QUESTION 6 
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Which of the following is the responsibility of both AWS and the customer, according to the AWS 

shared responsibility model? 

A. AWS awareness and training 

B. Client-side data encryption 

C. Physical and environmental controls of AWS data centers 

D. Server-side data encryption 

 

Correct Answer: A 

 

QUESTION 7 

 

Using Amazon Elastic Container Service (Amazon ECS) to break down a monolithic architecture into 
microservices is an example of:  

A. a loosely coupled architecture 

B. a tightly coupled architecture 

C. a stateless architecture 

D. a stateful architecture 

 

Correct Answer: A 
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